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Introduction 
 
Ever since the LoRaWAN standard was conceived, there has been a lot of talk about how 
security works in the end-to-end LoRaWAN data processing chain. The typical focus is on 
the communication between the end-nodes (typically sensor devices) and the IoT 
applications (typically a web application or a mobile application), ignoring most of the “middle 
men”. 
 
In a typical infrastructure of a LoRaWAN network, there would be multiple such middlemen 
components carrying information produced by the end-nodes to the final application and its 
users. Most importantly, the LoRaWAN gateways and the LoRaWAN Network Server.  
 
Recently, a number of our customers started to be concerned about how these components 
fit into the big picture of end-to-end security. The main concern being which gateways are 
connecting to their Network Server, and what data are they feeding into it. With the ultimate 
question being, can we trust the gateways? And if so, why? 
 
This prompted us to summarize the differences between our LORIOT Gateway Software and 
the basic UDP Packet Forwarder frequently found installed by default on most LoRa 
gateways, and the way LORIOT software suite enhances the LoRaWAN security. The result 
is this document, which is outlining the specific reasons why you can trust LoRaWAN 
gateways that run the LORIOT Gateway Software.  
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LoRa UDP Packet Forwarder 
To promote the usage of the SX1301 gateway chip and the related reference design of the 
first LoRaWAN gateways, Semtech has produced a reference implementation of a 
rudimentary software bridge between the SX1301 registers (low-level interface) and the 
IP-based world (high-level interface). This was way back in late November 2013 
(https://github.com/Lora-net/packet_forwarder/blob/bd3bcde88b87e3f4fcf278fca4ecd1be96f
b2f7c/basic_pkt_fwt/PROTOCOL.TXT), and we were happy we didn't have to start with 
reading the register documentation, but rather exchange easy to understand JSON 
messages. 
 
We had a basic software to play with and experiment. The software was able to leverage 
and interface the impressive computing power of the SX1301 (typically over an FTDI 
USB-to-SPI bridge at that time), receiving 8 frequencies in parallel, demodulating all the 
orthogonal LoRa spreading factors (and coding rates) in parallel, with FSK channel and 
higher bandwidth LoRa channel on top. The technology was amazing, the ecosystem was 
growing, times were good. 
 
Soon, however, we realized that the market demands a software solution that is more robust 
and can withstand the test of corporate security audit. 
 
Today, more than 5 years later, the rudimentary software and protocol usage is widely 
spread, mainly due to smaller scale networks and individual developers and community 
members who do not require high level of security or resilience to data loss. I’m sure this is 
to the surprise of the original author, Sylvain Miermont, who is still active in a related field, 
though no longer at Semtech / Cycleo. 
 
Looking at the history of commits, the protocol has (intentionally) not changed much. It was 
never meant for production use, and it was expected that professional companies will take 
over that part and build up enterprise-grade solution - it was enabling differentiation in the 
ecosystem. Including ours with our LORIOT Gateway Software.  
 
It seems that the original intention got lost somewhere in translation, and the UDP Packet 
Forwarder (still available at https://github.com/Lora-net/packet_forwarder), lacking in 
authentication and unable to recover from losses on the network, is today, in 2019, still being 
recommended by gateway vendors and some Network Server vendors alike. 
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You don’t need to rely on my opinion or my memory of historical events. The fact is, it is 
clearly stated in the protocol description of the UDP Packet Forwarder 
(https://github.com/Lora-net/packet_forwarder/blob/master/PROTOCOL.TXT, last changed in 
about 2 years ago, in February 2017) that  
 

The protocol between the gateway and the server is purposefully very basic and 
for demonstration purpose only, or for use on private and reliable networks. 

 

There is no authentication of the gateway or the server, and the acknowledges 
are only used for network quality assessment, not to correct UDP datagrams 

losses (no retries). 

 

It’s still puzzling me how this did not stop many LoRaWAN networks out there to use the 
UDP Packet Forwarder in production. In an analogy, what if your cellular network provider 
told you your voice or mobile data will get randomly lost, and can be seen by anyone, 
anywhere on the way to the counterparty, and possibly modified along the way? 
 
In the following pages I outline the specific major downsides of using the UDP Packet 
Forwarder, the rationale why it is not a good idea to use it in production systems, and the 
way we address those problems with LORIOT Gateway Software. 

Recovery from network data loss  
UDP is a protocol that by itself does not guarantee reliable data delivery. Typically, it is used 
for applications such as real-time video or real-time audio streaming, where lost data are no 
longer useful - you do not care what the person on the other side said one minute ago. 
Actually, in most networks, when congestion happens, UDP frames will likely be the prime 
targets for dropping. But applications using this protocol are ready for the packets to be 
dropped and typically do not care. 
 
In enterprise-grade LoRaWAN networks, a typical requirement is guaranteed data delivery 
from the gateways to the network server. Even historical data from sensors can be useful, 
rather than having missing data-points in the final application. Ironically, it’s typically these 
missing data points which are a frequent cause of failed PoCs with LoRaWAN. They cast a 
shadow of doubt over the reliability of the end to end solution. This impression of unreliability 
can easily be avoided with more sophisticated software and protocol. 
 
The LORIOT Gateway Software is using TCP as the protocol for data delivery, which 
guarantees reliable delivery of data. We have implemented another layer on top of TCP that 
confirms data delivery to the application layer, handles re-transmissions and is able to 
identify data that are delivered late (re-transmitted). This means higher quality of services 
(QoS) to the end-application without missing data points. Additionally, it brings clearly 
outlined historical data that do not need real-time reaction from the application, saving 
computing power. 
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We are also actively monitoring the status of the gateway backhaul, and can provide a timely 
fail-over to a secondary network interface should the primary become unavailable. If the 
primary connectivity is restored, the LORIOT Gateway Software automatically switches back. 
 
TL;DR: LORIOT Gateway Software was built for high availability and guarantee of 
secure data delivery under all conditions. It makes for safe showcasing of a PoC in 
uncontrolled environments, which is where most of PoCs fail due to unexpected data 
loss. 

Firewalls, corporate proxies and auditing 
When using UDP ports, in most corporate environments you quickly run into problems with 
compliance and auditability. Furthermore, a number of cellular networks block traffic on 
non-standard ports, especially on UDP ports. Diagnosing problems like these and 
negotiating their solution is a significant source of delays in PoC projects. The delays in turn 
make for a bad impression of the robustness of the end-to-end IoT application. If that wasn't 
enough, the same root cause makes as problems only surface once trying to demonstrate 
the solution outside of laboratory conditions, a prototype “demo effect” issue, that could have 
been easily prevented. 
 
LORIOT Gateway Software relies on a single TCP port, 443, and uses a HTTPS-based 
protocol to communicate with our servers. This is the same port and protocol set that your 
browser uses to securely access websites. Therefore, to anyone who would try to inspect 
your data usage, the traffic from your LORIOT LoRaWAN Gateways would look like you are 
just casually browsing the web.  
 
The HTTPS encapsulation eliminates the need of setting up VPNs or IPSec tunnels, and 
provides additional security layer on top of the base LoRaWAN protocol. 
 
Additionally, as the only connection of the LORIOT Gateway Software is outgoing TCP 
connection on port 443, you can safely completely close the gateway to all incoming 
connections, making it hardened against network attacks. 
 
Since the HTTPS-based connections are omnipresent in the enterprise environment, 
companies typically have internal systems and policies how to handle such traffic. This 
means that the compliance discussions are significantly shortened compared to using a 
proprietary UDP-based protocol like the one used by the UDP Packet Forwarder. 
 
TL;DR: LORIOT Gateway Software makes compliance audits easy, and requires little 
to no effort in terms of changing corporate firewalls and proxies. Secure and 
hassle-free network operation provided out-of-the-box. 

Authentication and Encryption 
Quite simply, the UDP Packet Forwarder was never designed for production use and 
provides no means of authentication. 
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LORIOT Gateway Software utilizes a standard, TLS v1.2 mutual authentication using 
private-public key cryptography (using key size of at least 2048). In other words, the gateway 
verifies that the server it is connecting to is the one it’s supposed to connect to. The server 
then verifies that the gateway is really the one it claims to be. Once both conditions are met, 
a secure (AES256 or higher) connection is established. 
 
Once a gateway is deprovisioned, the gateway-specific certificate is revoked, existing 
connection from the holder of the corresponding certificate is terminated, and all future 
connections will be rejected. 
 
This guarantees to our customers that all gateways connected to their servers are authentic, 
and their connection is safe and secure. 
 
TL;DR: LORIOT Gateway Software uses strong, industry-standard authentication and 
encryption. 

Unified remote management 
LoRaWAN gateways come in a number of variants and hardware architectures. As of end of 
2018, we count half a dozen of CPU architectures and a dozen of Linux distributions. 
Unifying all of them under one umbrella has become the main driver for having custom 
software for the gateways. Our goals is to make gateway use simple and convenient for our 
customers, without sacrificing functionality. 
 
Additionally, to enable effortless centralized control of the network, enterprise-grade 
LoRaWAN networks typically require a high degree of automation and bulk control over their 
gateways.  
 
With the UDP Packet Forwarder, there is no remote management at all. 
 
With the LORIOT Gateway Software, no matter the vendor and architecture of the gateway, 
we are able to manage all the vendor-specific features of the gateway, including sensors, 
network interfaces, and radio configuration. Not by using local files, but by convenient 
remote configuration. 
 
Specific to radio configuration, there are major differences between the so-called V1 
gateways (SX1301), V1.5 (SX1301 + FPGA), V2 gateways (2xSX1301 + DSP + FPGA, 
fine-timestamping capable) and Pico Gateways (SX1308-based). The LORIOT Gateway 
Software makes remote management of these various gateway types uniform, and lets you 
optimally manage and leverage the radio capabilities, including  

● 8, 16, and up to 64 channel planning 
● antenna diversity 
● multi-directional antennas (including cellular-like operation) 
● listen-before-talk (LBT) 
● full-duplex operation 
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TL;DR: LORIOT Gateway Software can run on virtually any LoRaWAN gateway, no 
matter its hardware or software. Our gateway management layer is unified across 
gateway models. It provides consistent and convenient experience to the network 
operating personnel, with a centralized configuration management platform. 

Spectrum Scanning 
As part of the toolset of the UDP Packet Forwarder, you can find some dedicated tools for 
testing the radio front-end. One of these tools is especially helpful for radio planning and 
debugging problems on the physical layer - it is a spectrum scanner. It’s available for 
selected gateways that support it in hardware. However, it requires users to run it locally 
from the command line, and outputs results into a local csv file. This is good enough if you 
are dealing with single gateway, but once you have a network running, this approach does 
not scale and planning and debugging needs to be done at a different level. 
 
One feature of the LORIOT Gateway Software is a remote controlled spectrum scan for all 
gateways that support it in hardware. Spectrum scanning can be used to identify the optimal 
radio configuration for a given environment in your country and specific location, especially if 
co-existence with other LoRa and non-LoRa based wireless systems is a concern. The 
results can be displayed directly on the dashboard, or downloaded in a file. 
 
TL;DR: LORIOT Gateway Software can perform spectrum scans, guide your radio 
channel planning and help you debug problems on the physical layer. 

Lifecycle management 
Once you have deployed hundreds of gateways in the field, an obvious problem arises: how 
to make sure all the gateways have the latest security patches and software updates? With 
this number of gateways, you certainly don’t want your team to go patching the gateways 
one-by-one. A scalable mechanism is needed. The same goes for changes in configuration. 
 
As part of the LORIOT Gateway Software, we have decided to provide a simple mechanism 
of software updates. All of our software is self-updating. Leveraging the secure connection 
with mutual authentication, the software is able to securely retrieve updates, self-update, and 
start the new version of the software without any human intervention. 
 
TL;DR: The LORIOT Gateway Software makes maintenance of the gateway 
infrastructure far less labor intensive compared to the UDP Packet Forwarder. 

Gateway monitoring, SNMP interface 
In enterprise-grade networks, a reliable monitoring system on the LoRaWAN level is a must 
for prevention and early detection of problems. With the UDP Packet Forwarder, you only 
get rudimentary statistics about traffic, without further information about the operating 
parameters of the gateway. 
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LORIOT Gateway Software can act as an SNMP agent, and provide existing SNMP-based 
systems with unified information about the health of the gateway infrastructure and 
LoRaWAN specific parameters. Additionally, it feeds this information to the LORIOT Network 
Server, which can display long-term trends and statistics. It will also warn about any 
unexpected events, based on combination of statistics and proprietary know-how from 
long-term experience with running LoRaWAN networks. 
 
This means no complex configuration of rules is needed to get started. The LORIOT 
Network Server along with the LORIOT Gateway Software will provide optimal levels of 
notifications and monitoring out-of-the-box. 
 
TL;DR: LORIOT Gateway Software can be integrated with your existing SNMP 
infrastructure, and in parallel provides out-of-the-box monitoring and notifications via 
a network management dashboard. 

LoRa Geolocation 
The UDP Packet Forwarder available from the github repository above has no 
fine-timestamping functionality built in. 
 
We have worked with the industry leaders in geolocation and gateway vendors providing the 
fine-timestamping hardware to produce a universal solution for all the gateways that are able 
to perform the nanosecond-precise timestamping of LoRa frames. 
 
Thanks to the universality of our solution, we can combine the fine-timestamping information 
from gateways from various vendors, and feed them into geolocation resolvers from any 
vendor that supports the fine timestamping, to retrieve the TDOA based trilateration 
estimation of position of the source of the signal. 
 
For gateways that do not provide fine-timestamps in hardware, we are able to fall-back to 
signal-information-based geolocation, which can provide good approximate location result. 
 
TL;DR: LORIOT Gateway Software can provide nanosecond resolution timestamps for 
TDOA geolocation on all LoRaWAN gateways that support it in hardware. It can 
provide signal-information based geolocation for all LoRaWAN gateways. Any 
geolocation resolver can be used with the LORIOT Network Server. 

Remote console access 
Imagine a scenario where you have deployed a gateway in a remote location, in the 
mountains or in remote countryside. If your gateway has a 3G / 4G / 5G backhaul, it is likely 
its IP address has changed since you last accessed it. A problem arises and your gateway 
for unknown reason stops receiving data. Is it a hardware problem? A software problem? A 
combination? It takes your well-trained LoRaWAN gateway technician two hours to drive 
there, two hours to drive back just to identify the source of the problem, and he might need 
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to return the next day when he thought the problem was fixed, but it mysteriously reappears. 
We have seen this scenario over and over with our customers. 
 
That’s why with the LORIOT Gateway Software, you can access the console of every 
gateway from the central dashboard. Every gateway is able to open a secure SSH 
connection on-demand, which saves you data traffic compared to an always-running tunnel 
or a VPN. No special configuration is needed, this feature is available out-of-the-box. 
 
TL;DR: LORIOT Gateway Software provides convenient access to the gateway 
console, making incident diagnostics and recovery simple, avoiding additional data 
being consumed when the console is not in use. 

PKI, TPMs, and Secure Provisioning 
There is no authentication mechanism in the UDP Packet Forwarder. 
 
For LORIOT Gateway Software, we have developed a proprietary (but standard-based) PKI 
(Private Key Infrastructure), that manages the authentication and security life-cycle of the 
gateways. The gateway’s factory-provisioned internal certificate store is used to verify the 
identity of the LORIOT Network Server the gateway is connecting to. Each gateway’s identity 
is associated with a gateway-specific pair of certificate and private key, which the gateway 
uses as a proof of its identity to the LORIOT Network Server. 
 
Only connections that are mutually authenticated are established, preventing unauthorized 
access to the LORIOT Network Server and possible attacks via spoofed gateway data. 
 
We provide gateway vendors with the means to automate the LORIOT Gateway Software 
and certificate provisioning on the gateways. Furthermore, we are working with gateway 
vendors to enable secure key storage on the gateways in hardware, utilizing TPMs (Trusted 
Platform Modules) or their equivalents (ARM TrustZone), and are able to utilize HSMs 
(Hardware Security Modules) as part of the PKI. 
 
TL;DR: LORIOT Gateway Software uses standard-based enterprise grade security. 

Is the extra effort worth it? 
Of course, you can argue that installing additional software to the gateway requires one 
more step and makes the gateway provisioning less convenient. This is true and for your first 
LoRaWAN tests, the extra step is not absolutely necessary. 
 
However, once there is business and your company’s revenues at stake, the situation is 
different. The ability to prove and demonstrate to your customers that your infrastructure is 
secure and reliable becomes an utmost importance, and typically a key selling point. 
 
If you are intending to have a proper security life-cycle process for your LoRaWAN 
gateways, you will need a mechanism to setup or verify the root of trust. During that process, 
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it’s fairly simple to add one more step that installs (or replaces the default software with) the 
LORIOT Gateway Software. 
 
TL;DR: Yes, the extra effort is worth it if you are serious about your LoRaWAN 
deployment. 
 

Conclusion 
 
Feel free to contact me or our sales team via our contact form at https://www.loriot.io to learn 
more about secure LoRaWAN gateway provisioning and LoRaWAN gateway management 
at large scale. 
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